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1. PURPOSE OF THIS POLICY 
 
Unifrutti Group (the “Group”) requires all its employees, shareholders, Management, Board of 
Directors, and other stakeholders to always act honestly and with integrity. 

The purpose of this policy is twofold: 

i. to pro-actively set out the minimum requirements and basic principles underlying the 
governance and management of fraud risk across the Group 

ii. to provide high level guidelines on the prevention, detection, investigation, and response of 
actual (perpetrated) and suspected fraud. 

This Policy is applicable at all locations and at all entities of the Group and the management has 
the ultimate responsibility to ensure that there are adequate procedures in place at each location 
for the implementation of this policy.  

This policy is also complemented by the other Group related policies such as Code of Conduct, 
Group Compliance Policy, Group Anti-bribery and anti-corruption, conflict of interest policy etc. 

2. TOLERANCE TO FRAUD 

The Group has zero tolerance towards internal fraud. Consequently, any incident or amount relating 
to internal fraud should trigger management actions to safeguard the Group's assets and 
operations and to ensure minimal damage to its reputation/brand. To this end, investigation 
procedures and disciplinary actions should be enacted. 

The Group has also zero tolerance to external fraud and to the extent that is possible establishes 
procedures to alert the group when dealing with the third parties and to ensure that such risk is 
kept at minimum level considering that the group operates across the Globe with idiosyncratic 
inherent risks in each geographical division.  

 

3. DEFINITIONS AND FRAUD TAXONOMY 

 
Fraud in simple terms can be defined as dishonest conduct with the intention to make gain, cause 
a loss, or cause the risk of a loss to another. There are two sources of fraud - Internal and external. 

Internal  
fraud 

Losses or potential losses due to acts intended to defraud, misappropriate 
property, or circumvent regulations, the law or company policy, which involve 
at least one internal party of the Group, for example employees, 
management, or executives. The definition also includes incidents of collusion 
in which there is synergy by parties outside the Group and at least one 
internal party, with or without coercion. 
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The definition of fraud encompasses all types of fraud such as theft, embezzlement, 
misappropriation of assets as well as other misconducts such as: 

• Corruption: Offering, giving, receiving, or soliciting, directly or indirectly, anything of value, 
with the aim to be in a position to improperly influence and direct the actions of a party. 

• Cyber Fraud and Disruption: External unauthorized access, misuse or disorganization of 
systems, structure of data or intrusion on either systems or data, such as attacks on 
computer systems, unauthorized extortion of data and information, phishing, spamming  
etc. 

• Collusion: An arrangement between two or more parties designed to achieve an improper 
purpose, including improperly influencing and directing the actions of a party. 

• Coercion: Impairing or harming, or threatening to impair or harm, directly or indirectly, any 
party or the property of the party to improperly influence the actions of a party. 

• Obstructive practice: Deliberately destroying, falsifying, altering or concealing evidence 
material to an investigation; and/or threatening, harassing or intimidating any party to 
prevent it from disclosing its knowledge of matters relevant to the investigation, or from 
pursuing the investigation. 

• Unauthorized Market Activity for sensitive stock trades, including trades for unauthorized 
types of transactions or products where there is deliberate concealment of transactions 
executed. 

• Fruit/food fraud (in the context of UG industry)  

The three major types of fraud as proposed by the Association of Certified Fraud Examiners (ACFE) 
are the following: 

i. Corruption: 
• Utilizing influence in business transactions to obtain a personal benefit of Bribery, Illegal 

Gratuities and/or Extortion of Conflict of Interest, aiding and abetting fraud 

ii. Asset Misappropriation: 
• Theft or misuse of tangible and intangible assets or Fraudulent disbursements 

External 
fraud 

Losses or potential losses due to acts of a type intended to defraud, 
misappropriate property or circumvent the law, by a third party outside the 
Group" such as customers, suppliers, system hackers etc.  
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Cash Skimming: refers to the removal of cash before it is recorded in its accounts e.g. unrecorded or 
understated sales  
Cash larceny: when the amount stolen has already appeared on the company’s books (audit trail 
exists)  
 

iii. Financial Statement Fraud: 
• Misrepresentation, misstatement or omission of financial Statement data or material 

information / accounting records from financial statements. 

4. KEY PRINCIPLES  
 
As outlined above the Group has zero tolerance towards internal and external fraud and Unifrutti 
Group adopts the following key principles, which form an integral part in managing fraud risk: 
 
Principle 1: As an integrated part of the Group’s structure and system of internal controls, a fraud risk 
management policy and fraud risk management program should be in place to convey the 
expectations of the board of directors and Executive management regarding managing fraud risk. 

Principle 2: Fraud risk should be identified and assessed periodically to identify specific potential 
processes that the Group needs to mitigate. 

Principle 3: Prevention techniques to avoid potential key fraud risk events should be established, 
where feasible, to mitigate possible impacts on the Group 

Principle 4: Detection procedures should be established in strict confidence and by an independent 
(either internal or external investigator) to uncover fraud events and decide on disciplinary actions 
as well as further preventive and remedial measures. 

Principle 5: A reporting process should be in place to report (in good faith) on potential fraud, and a 
coordinated approach to investigation and corrective action should be used to help ensure potential 
fraud is addressed appropriately and timely and the reporter is properly protected. Whistle-blowing 
channel can be used if the reporter does not feel comfortable to use other channels (ref- 
Whistleblowing policy). 

5.   RESPONSIBILITIES FOR THE MANAGEMENT OF FRAUD RISK  
 
The Group aims to operate a proactive approach in relation to the management of fraud risk and 

Asset 
Misappropriation 

Cash receipts 

Skimming larceny 

Inventory and 
other assests 

fraudulent 
disbursments 
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promotes a concept of accountability and “risk ownership". Responsibilities for the implementation 
of the Fraud Management Program are assigned to all members of staff based on their role.   

 
6.  KEY COMPONENTS AND CONTROLS OF THE ANTI-FRAUD MANAGEMENT FRAMEWORK  
 

In the Group it is recognized that an effective anti-fraud strategy has four main components:  

• Fraud Risk Identification and Assessment 
• Fraud Prevention 
• Fraud Detection 
• Fraud Investigation and Response 

 

 

It is the combination of effective fraud prevention, detection and response measures that create 
an effective fraud deterrent and anti-fraud governance framework. 

6.1. FRAUD RISK IDENTIFICATION AND ASSESSMENT 

The risk of Fraud should be identified, assessed, and monitored in all activities throughout the whole 
supply chain and through methodologies and processes. Fraud risks should be assessed and scored 
in the context of UG risk methodology at least once a year and should include the following three key 
elements: 

 

• Identification of the inherent fraud risk of all types of fraud schemes and scenarios, through 
an assessment of the incentives, pressures, and opportunities to commit fraud across UG 
activities. 

• Assessment of the relative likelihood and potential impact of residual fraud risks based on 
historical information, known fraud schemes and business owner’s input. 

• Response to reasonably likely, significant, and residual fraud risks, through the identification 
and implementation of effective controls or detection procedures for the risks identified.  

ANTI-FRAUD 
MANAGEMENT 
AT UNIFRUTTI 

Identification 

Prevention 

Detection 

Investigatio
n and 

response
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Any remedial actions should be suitably planned, allocated and prioritized. 

Also fraud risks should be explicitly addressed (identified - assessed- monitored) through the 
following tools/ methodologies: 

• Risk and Control Self-Assessments as described above 
• Risk assessment of new Products, Services, technology, Systems, Outsourcing 

arrangements and new or amended Procedures. 
• Analysis of Fraud Incidents recorded and lessons to learn   

 

6.2. FRAUD PREVENTION 

UG recognizes that a robust Anti-fraud governance system is vital for the detection of any fraudulent 
actions that will have a negative impact on our business and its reputation. Such a system comprises 
of various systems and controls aiming to minimize fraud risk. The following measures should be 
adequately implemented: 

I. A sound ethical culture  

Anti-fraud attitudes and ethics within UG lay down the foundation for the anti-fraud environment 
where ethical behavior is embedded within the culture of our Group in each geographical location. 
A code of conduct, our leadership philosophy, Tone at the top as well as and this anti-fraud policy 
are some important measures. To demonstrate commitment and elevate culture entails: 

• Visible Tone at the Top and lead by example  

• A mission statement and values that refer to ethics and integrity and clear policy statements 
on business and anti-fraud. 

• Management which is seen to be committed through its actions  

• Communicating ethics and values to all employees, external suppliers such as external 
farms, business partners etc. Therefore, Code of Conduct should exist for key stakeholders 
such as employees, external farmers, and other associates throughout the supply chain. 

• Providing training programs on code of ethics, anti-fraud etc.  

• An aggressive risk-based audit process with zero tolerance to fraud 

 

II. Internal Governance and controls 

Internal UG recognizes that the prevention / reduction of impact of fraud is achieved through a solid 
system of internal governance and controls. Appropriate implementation and compliance with the 
following policies is particularly important in maintaining a strong system of internal controls with 
regards to minimizing fraud risk such as: 

• Compliance governance policy  

• Corporate Governance framework  

• Anti-Bribery and anti-corruption Policy 
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• Conflict of Interest policy  

• IT and Security Policies 

• Compliance policies 

• Procurement policy 

• Complaints Management Policy etc.  

 

III. Fruit fraud Management and defense plans  

UG, in line with the food and agricultural industry considers the safety and security of its products as 
a critical concern. UG farms, producers, and related food business operators uphold food safety and 
food security by adhering to good agricultural practices and implementing some applicable global 
standards. For example, to prevent the occurrence of health hazards arising from consumption of 
products, UG producers shall follow market’s Food Sanitation Law.  

Therefore, UG through the implementation of compliance and other industry standards and 
processes prevents and detects fruit fraud and other possible fraudulent actions throughout the 
whole supply chain (from field to the customer) so as not to jeopardize in anyway the safety and 
security of our fruits and the health and security of the UG customers. These measures should be 
robust, well implemented, duly monitored. Therefore, regular internal audit, inspection, and training 
activities are conducted to UG farms and product handlers to consistently implement the food safety 
and security guidelines. 

In the context of the above standards and principles: 
• Food fraud management plans are recommended to identify and assess vulnerabilities of 

the producer to fraudulent activities that may jeopardise the required standards of the fruits, 
other compliance responsibilities as well as the health and wellness of our target markets 
and UG reputation.  

• Food defence procedures to be developed to defend sabotage of our product in the context 
of the requirements also of GlobalGap. BRC etc.  

• Food defence Vulnerability risk assessment checklist to be used to identify sensitive areas for 
all the supply chain including farms, delivery vehicles, equipment, raw material, and products 
at Unifrutti Farms. 

• Access controls to our farms, systems, and other production units  
• Regular internal audits for compliance and mitigating plans  
• Adequate training of seasonal and permanent staff  
• Partnerships with external bodies to address fruit/food security and safety etc. 
• Confidential reporting channels for any suspicions of fraudulent actions and practices  
• Senior management to provide the human and financial resources required to ensure fruit 

safety and security and in compliance with the required standards  
 
The following types of fraudulent behaviour can be considered in these plans: 

• Counterfeiting 
• Mislabelling 
• Dilution 
• Concealment 
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• Substitution 
• Unapproved enhancements 
• Grey market production or diversion. 
• Theft or any other intentional damage on fruits or any other property and assets such as 

machinery, plantations, pack houses and storage units etc  
 
Food Fraud prevention & detection is considered an ongoing exercise and therefore the necessary 
regular audits to be performed at the farms and throughout the whole supply chain, production, and 
external farmer’s codes while mitigation plan strategies shall be implemented on an ongoing basis. 
 

IV. Human Resource processes  

As a minimum requirement, the following anti-fraud related controls should be implemented: 
 

• Pre-employment / pre-appointment screening of staff to ensure staff with clean record and 
personal integrity is employed. 

• Rotation of staff at high-risk positions should be encouraged where possible. 
• Minimum consecutive leave of absence requirements should be strongly enforced, especially 

in high-risk positions  
• Unusual staff behaviour should be monitored  
• Remuneration schemes should be appropriately structured to avoid moral hazard and the 

assumption of excessive risk or improper practices by staff. 
• The employee code of conduct should strictly be adhered to and any violators should face 

immediate appropriate disciplinary action. 
• Suitable disciplinary procedures for staff should be enforced in line with the Bank's zero 

tolerance for internal fraud. 
• Access to systems, authority should be carefully given and, on a need, to know basis to both 

full-time employees and especially to seasonal employees where accesses should be 
restricted to the minimum. 

• Measures and control for zero tolerance to workplace bullying and harassment  
 

V. Training and awareness on Fraud Risk 

An awareness of fraud risks UG attitude to control it is fostered by: 
 

• Ensuring all at least full-time employees receive UG Code of Conduct, this policy and other 
elements of the UG integrity framework at induction and have access throughout the period 
of their employment and are aware of the impact if they fail to meet these standards.  

• Ensuring all employees receive regular fraud awareness training appropriate to their level of 
responsibility. 

 

VI. Cyber fraud and Disruption  

UG group has established an Information Technology security policy encompassing measures and 
controls to minimize internal and external unauthorized access, misuse or disorganization of 
systems, structure of data or intrusion on either systems or data, such as attacks on computer 
systems, unauthorized extortion of data and information, phishing, spamming  etc. Also, internal 
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access controls are based on ‘the need-to-know basis’. Fraud detection and prevention system 
controls should be monitored and updated regularly to keep up with changing technology and new 
methods for manipulation. 
 
VII. Prevention and detention of fraud for cash receipts and other payment transfers  

In the agricultural industry cash receipts can be common for payment transactions, thus giving rise 
to many risks including the risk of cash skimming or larceny. The principle of the Group is to minimize 
cash payments to the minimum and if this is unavoidable strict measures to be implemented.  
Measures that aim prevention/detection of cash skimming (as defined in section above) may 
include: 
 

• Key analytical procedures e.g., reconciliations, journal entries reviews and intelligence 
systems to provide comparative analysis and trigger alerts  

• Segregation of duties and appropriate of duties and access to accounting systems (e.g., 
passwords & limiting access according to job descriptions). Regular reviews of logs. 

• Visible audio cameras in all areas where employees who handle cash are working (but only 
covering the hands and in accordance with privacy regulations e.g GDPR). 

• Independent reconciliation of all ledger accounts  
• Independent handling of customer complaints  
• Regular reconciliation of the physical inventory count with the perpetual inventory records  

 
Measures that aim the prevention/detection of cash larceny may include: 
 

• Segregation of duties must be followed for the following tasks: cash receipts, cash counts, 
bank deposits, bank reconciliations, posting of deposits and cash disbursements. 

• Assignment, rotation, and mandatory vacations: Employees’ duties should be changed 
regularly enough to prevent fraud. Mandatory holidays can be requested for a reasonable 
period as during the absence the fraud can be easier detected.  

• Surprise cash counts and cash count procedure supervision  
• Avoid as much as possible cash transactions or if this is a market practice try to minimize the 

amounts to be received in cash  
• Implement measures for the physical security of cash 
• Regular observations of locations with cash receiving functions  

 
Other payment transfers  
 

• Adequate controls should be in place for any on-line payments or direct transfers or other 
legitimate channels for payments These controls should be well documented in detailed 
procedures and as minimum controls should including 4 eyes principles, robust authority 
levels and system controls. 
 

VIII. Financial statements and accounting fraud  

The finance functions across UG need to ensure that there are adequate process and controls to 
prevent and detect financial statement and accounting fraud i.e., overstated assets and revenues 
and/or understated liabilities and expenses. This entail: 
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• Well written accounting and financial procedures that are well communicated to all 

employees in the finance functions 
• Four eyes’ principle (i.e. at least two persons involved in the process) and segregation of 

duties should be fully embed in all financial and accounting procedures 
• Adequate training of Finance employees on anti-fraud policy, compliance, risk and key 

accounting procedures and regimes 
• Process-level, system level and transaction level Controls and reconciliations  
• Exception reports generated from core transactional systems, for out of norm transactions 

and the finance business intelligence system  
• Implementation of tools and systems to elevate data management, business intelligence 

and controls  
• Reporting confidential mechanisms to report fraud risks and suspicious transactions either 

to the Group or Divisional CFOs. 
 

IX. Procurement and outsourcing related fraud 

Unifrutti in the context of its operational model may proceed with both outsourcing and procurement 
arrangements. Such arrangements may include: 
 

a. Operational Outsourcing which means the use of external providers to perform 
activities that would normally be undertaken by the Group companies such as 
purchase fruits by external farmers and services from external parties for the whole 
supply chain e.g. packing and distribution.  For this, for example, relevant measures 
for anti-fraud clauses should be included in the external farmers code of contact and 
other related compliance and contractual documents. 

Purchase of products that are part of the operational supply chain such as Machinery, 
vehicles etc.  

b. Purchase of products or services that may not be part of the core activities of the 
Group such as counselling and advisory services from External consultants such as 
Legal Advisors, professional services e.g. internal and external audit, products such 
as software and hardware tools etc.  

For arrangements in the context of (a) and (b) above the following controls should be 
established: 

• Protection against dependencies on specific, or on limited number of suppliers or 
consultants. The minimum number of potential capable suppliers to be invited 
(based on pre-defined business requirements) and respond is set at three and these 
should be reflected also in all the local procurement practices.  

• 4 eyes principles during the tender process and the technical requirements 
specifications of any tender must be prepared by a team of qualified people who 
had adequate and relevant technical knowledge including the subject matter 
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experts. Evaluation of both technical and financial proposals as well as any 
negotiation and award stages should be carried out by at least by two persons at 
the presence of the business user.  

• Negotiation for the renewal of a contract should be done by at least two persons, out 
of which one should be a member of the competent department or unit and the other 
from procurement, Finance, or compliance for major projects. Prior the renewal of 
major contracts, past performance of the supplier should be evaluated in writing 
including fees and payments. 

• Compliance with the UG procurement policy as well as Conflict of Interest and Anti-
bribery policies  

X. Process-level and transaction level Controls 

• Payments transfers should be made only by authorized personnel as per finance and 
accounting procedures, the four eyes should be used and robust controls should be 
applied to ensure adequate protection, banks passwords should not be shared and 
should be fully secured and changed regularly. Staff should be alert from hackers and 
timely report possible suspicions to IT prior to proceeding to any further actions  

• Head office and Commercial lines assisted by the Compliance and Risk functions e.g. 
either Group Risk and Compliance or Local Compliance, Risk and Sustainability 
Officers are responsible to develop and implement appropriate control procedures 
and mechanisms for all relevant business and other processes that either prevent, or 
minimize the likelihood and/or the potential impact of fraudulent conduct. 

6.3.  FRAUD DETECTION 

UG should ensure that there are adequate mechanisms in place to detect occurrences of 
fraud on a timely manner. Such mechanisms include (but not limited) to the following: 

i. Key Fraud Indicators and alerts  

UG Group aims zero tolerance to fraud risk. However, it is appreciated that it will never be 
possible to eliminate all fraud risk and especially external fraud since fraudsters may be able 
to bypass control systems. Therefore, greater attention should be paid to some indicators 
that can provide early warnings and may indicate and trigger the possibility of fraud. An 
indicative list of such warning signs (but not limited) and alerts is shown in Appendix 2. Fraud 
indicators fall into two categories: 
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a. Warning signs (Appendix 2) that can be divided in the following categories: 

 

 
b. Fraud Alerts on specific events, which may be indicative of fraud and may relate to 

procedures, practises or system behaviours (such as but not limited to: missing 
approvals or extensive use of suspense a/cs, system access outside normal hours, 
unusual, irrational or inconsistent behaviour). 

 
ii. Other Processes / Mechanisms for Fraud Detection 

The Group strives to utilize all possible channels and systems to enable monitoring of fraud 
incidents or suspected fraudulent activities and fraud alerts. These can be though, 
behavioral profiling system alerts and reporting and can also be enabled through the 
following: 

• Periodic internal audit reports and any ad hoc investigations for any of UG 
Activities 

• Periodic or ad hoc reviews by external auditors, regulators or significant and 
unusual discrepancies during certification audits   

• Data, findings, reports, or notifications from other expert external business partners 

• Exception reports generated from core transactional systems, for out of norm 
transactions and the finance business intelligence system  

Such should be independently reviewed and if needed to be forwarded to Internal Audit or 
compliance for independent review. 

iii. Fraud reporting Channels and procedure 

All UG staff members are required to report any perpetrated or suspected incidents of fraud 
and other misconducts that adversely affect or potentially affect the Group’s stakeholder’s 
business and reputation, immediately after becoming aware of the matter. Staff members 
have responsibility to report such cases or other improper or illegal activity, through their 
manager, or as appropriate, directly to Internal Audit or Compliance. If any member of staff 
does not feel comfortable to use the above reporting channels, they may report to the Top 
Management directly or Compliance. The Group assures that anything reported will be dealt 
with in an independent and confidential manner and any retaliation, harassment, or 
intimidation against any member of staff who raises concerns in good faith, will not be 
tolerated by the Group.  

To this end, in the context of the UG whistleblowing policy all Management and staff are 
encouraged to use whistleblowing channels to report confidentially any suspicions for fraud 

Business Risk Financial Risk External Risk IT and Data Risk 
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when they do not feel comfortable or unprotected to report through normal channels. (ref. 
whistleblowing policy). 

6.4 FRAUD INVESTIGATION 
UG sets out a fraud response plan that sets out how to respond and investigate in a 
confidential and diligent reported or suspicious fraudulent transactions or behaviors. This 
plan encompasses the following principles: 

• Investigations should only be conducted by a control function (second or third line of 
defence) that is adequately independent to the matter under investigation, has the 
resources, knowledge and capabilities to carry out or lead such an investigation (e.g. 
may invite subject matter experts within or outside UG Group) and has no conflict of 
interests. This can be (a) The Group Head or Divisional head of Internal audit or (b) 
Risk and Compliance Functions (c) external expertise. No individual should aim to 
carry out any investigation on his/her own but has an obligation to report based on 
the fraud reporting channels describe above. 

• All information and documents collected and generated during an investigation, not 
already in the public domain, shall be kept “Secret”. The confidentiality of the 
information collected must be respected, both in the interests of those concerned, 
and the integrity of the investigation. 

• When conducting internal investigations into allegations for fraudulent conduct the 
Investigator may take any necessary measures required for the investigation, notably 
to preserve evidence. The investigator shall have full authority to open, pursue, close 
and report on any investigation within its remit without prior notice to, the consent of, 
or interference from, any other person or entity. To investigate, the control function 
shall have full access to all relevant personnel, information, documents and data, 
including electronic data, within the Bank, in accordance with the applicable 
procedures. 

• ‘Tipping off’ should be strictly avoided during the investigation process as it is 
important that all evidential material is secured for the investigation and to ensure 
that any employee (s) under suspicion of committing fraud or corruption are treated 
fairly. 

• External expertise maybe engaged to assist in the investigation process and external 
lawyers to manage the risks of legal proceedings.  

Disciplinary Anti-fraud and Anti-bribery committee 

A disciplinary Anti-fraud and Anti-bribery committee should exist with the following 
responsibilities.  

o Review the facts and key results of the investigation  

o Assess investigation outcomes and recommend any disciplinary actions to 
the CEO  
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o Ensure that the threat of further or continued fraud or corruption will not 
continue and will be removed. 

Members of the disciplinary Anti-fraud and Anti-bribery committee should be:  

At Group level, the Chief Executive Officer, Chief Financial Officer and Chief Compliance & Risk 
Officer and Chief HR Officer. Committee may be extended by invitation to include Chief 
Communication Officer and subject matter experts etc. Any of these members that have a 
direct or indirect Conflict of interest should completely abstain from the process. At Divisional 
level this should be agreed by local CEO in co-operation with the Group CEO and Chief 
Compliance & Risk Officer. 

Timing 

The investigation of suspected misconduct should commence without delay and should be 
concluded within a reasonable period. 

Personal Data Protection 

The processing of personal data within the framework of this policy shall be managed in 
accordance with the privacy principles and rules such as GDPR. 
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APPENDICES 

APPENDIΧ 1: Roles and Responsibilities in relation to this policy  

APPENDIX 2: Examples of warning signs and fraud alerts in UG business  
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Appendix 1 

Roles and responsibilities in relation to this policy  
 

The UG aims for a proactive approach in relation to the management of fraud risk and promotes a 
concept of accountability and “risk ownership". Responsibilities for the implementation of the Fraud 
Management Program are assigned to all members of staff following the three-lines of defense 
model. Main responsibilities of each Line are set out below. 
 

Board of Directors 
and Executive 
Management  

BoD itself or through the Risk Management & Audit Committee promotes 
and visibly supports the Tone at the Top for an Anti-fraud culture and the 
implementation of this policy.  

Executive management both at Group level and at each geographical 
location of the UG is responsible for consistently implementing and 
maintaining policies, processes, and systems for managing fraud risk in 
all of the UG material activities, systems, distribution and other services,  

Responsibilities of Executive Management for the design and 
implementation of the fraud risk management program are summarized 
below: 

 

• Promoting the “tone at the top” to the rest of the organization, 
through an anti-fraud culture. 

• Implementing adequate internal controls and resourcing 
enabling the implementation of this policy. 

• Reporting to the Group CEO on what actions have been taken to 
manage fraud risks and any fraud incidents while the Group CEO 
reports directly to the Board on the effectiveness of the fraud risk 
management program and any fraud incidents. 

 

Line Management 
/ Staff 

 

Ethical behavior and strong controls against fraud are the responsibility 
of everyone across the UF Group. Line management and all employees 
have direct responsibility for containing the risk of fraud under the 
principle of risk ownership in their areas of operation. All members of staff 
are responsible for identifying and reporting suspected or actual fraud 
incidents through the UG’s reporting channels and implementing 
corrective measures. Line Management should remain vigilant with 
respect to possible cases of fraud in their areas of operation, promptly 
gather and submit relevant information (evidence) and should ensure 
staff training and awareness with respect to the relevant policies and 
standards. Key and permanent staff, including management, should 
have a basic understanding of fraud and be aware of indicators of fraud 
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(red flags) in their line of business. 

 
Group Risk, 
Compliance, and 
sustainability 
function. 

 

Local Compliance, 
Risk, and 
sustainability 
Officers (LCRSOs)  

The Group Risk Management function has the key responsibility for 
drafting this policy and is responsible for coordinating and supporting the 
UG approach to fraud management in consultation with CEO, Internal 
Audit, Human Resources function, Finance and IT as well as the local 
Compliance, Risk and Sustainability Officers. It may also participate and 
support investigation decisions. 

LCRSOs have the ultimate responsibility to perform similar duties in 
relation to coordinating and supporting the implementation of this policy 
in their geographical area/Division. 

Human 
Resources 
department  

The Human Resources Division has responsibilities for controls and 
principles of this policy that relate to HR and include recruitment process, 
training, and awareness and with respect to the disciplinary actions for 
staff involved in fraud instances. 

Finance  Finance department has the overall responsibility to drive and 
implement principles of this policy and related implementation controls 
to prevent and manage fraud risk stemming from its operations. CFOs 
have also the overall oversight and responsibility for the overall oversight, 
systems and controls to manage asset misappropriation risk and 
financial and other related risks. 

Internal Audit & 
External expertise   

Internal audit (either internally performed or outsourced), as a third line 
of defense can be engaged in investigations of any incidents of fraud on 
the assumption that they have the appropriate skills, expertise and 
knowledge to investigate the specific task as any incident e.g. cyber risk 
requires knowledge and expertise so as to ensure that the outcome of 
the investigation is not jeopardized. 

UG may consider, consulting external expertise who are fraud specialists 
for a specific task investigation. External auditors maybe be involved also 
to obtain their expertise for the investigation and expected loss as long 
as there is no conflict-of-interest e.g the auditor failing to spot fraud 
alerts 

Legal Services 
(external or 
internal)  

Legal Services is responsible for fraud litigation aspects and providing 
legal advice during investigation processes. 

 

Information 
Technology  

IT is responsible for promoting and adopting systems and controls for the 
prevention and detection of external and internal fraud attempts and set 
up system related processes that support the implementation of this 
policy. They can also provide technical advice on IT security. 

Communications In the case of a significant fraud or fraud rumours with a high possibility 
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Department  to become public knowledge or misused by external sources, 
Communications department should be briefed well in advance to 
assess and decide with Management what actions to be taken and if a 
pro-active public statement is important to protect UG values and 
reputation. 
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Appendix 2 

Examples of warning signs and fraud alerts in UG business  
 

Warning signs: 
 

• Failure to implement and monitor an effective internal control system, particularly for the 
authorization and processing of payments and recording of accounting transactions 

• Failure to apply judgement during the review of accounting records and financial 
statements, including review of estimates and judgements in the accounting records 

• Salary increases and bonus payments being linked to ambitious or aggressive KPIs 
• Informal recruitment processes  
• Inappropriate remuneration of key employees 
• Pressure on management for improvement of results 
• Inadequate internal training and/or lack of skills  
• Inadequate IT security systems  

 
Fraud alerts: 
 

• A key employee having a luxury lifestyle which is not explainable by his/her earnings 
• Unreconciled differences or unusual journal entries in the accounting records 
• Signature not being the same as the sample signature 
• Audit logs or controls being switched off 
• Purchases appearing to be excessive or not reasonable based on business requirements 
• Lack of original or appropriate supporting documentation for payments/transactions 
• Change of bank account details on the payment request without the proper evidence from 

the supplier and approval 
• In relation to procurement fraud: 

o Disqualify suitable suppliers 
o Non-commercial contract clauses  
o Consistently accurate tender costs 
o Contract awarded to a supplier with a poor performance record with no proper 

explanation  
 


